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About Multisoft 

Train yourself with the best and develop valuable in-demand skills with Multisoft Systems. 

A leading certification training provider, Multisoft collaborates with top technologies to 

bring world-class one-on-one and certification trainings. With the goal to empower 

professionals and business across the globe, we offer more than 1500 training courses, 

which are delivered by Multisoft’s global subject matter experts. We offer tailored 

corporate training; project Based Training, comprehensive learning solution with lifetime 

e-learning access, after training support and globally recognized training certificates. 

 

About Course 

SailPoint Identity Security Cloud (ISC) Certification and Access Intelligence Center Training 

by Multisoft Systems is designed to help professionals gain practical expertise in modern 

identity governance, access certification, and intelligent access management solutions. 

The course provides comprehensive knowledge of SailPoint ISC architecture, identity 

lifecycle management, access review campaigns, role management, policy enforcement, 

and compliance reporting in enterprise environments. 
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Module 1: Introduction to SailPoint Identity Security Cloud 

(ISC) 

✓ Overview of Identity Governance and Administration (IGA)  

✓ Introduction to SailPoint ISC  

✓ Features and Benefits of ISC  

✓ Cloud-Based Identity Security Concepts  

✓ Identity Lifecycle Management  

✓ Governance and Compliance Overview  

✓ SailPoint ISC Architecture  

✓ Real-Time Identity Security Concepts 

Module 2: SailPoint ISC Architecture and Components 

✓ ISC Platform Architecture  

✓ Identity Cube Concepts  

✓ Sources and Connectors  

✓ Governance Framework  

✓ Cloud Infrastructure Overview  

✓ Multi-Tenant Architecture  

✓ Identity Data Flow  

✓ Core ISC Components  

Module 3: Identity Lifecycle Management 

✓ Joiner-Mover-Leaver (JML) Process  

✓ Identity Creation and Provisioning  

✓ Role-Based Access Control (RBAC)  

✓ Access Request Management  

✓ Identity Updates and Modifications  

✓ Automated Deprovisioning  

✓ Birthright Access Concepts  
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✓ Lifecycle Event Management  

Module 4: Application Onboarding and Integration 

✓ Introduction to Connectors  

✓ Cloud Application Integration  

✓ On-Premise Application Integration  

✓ Active Directory Integration  

✓ HR System Integration  

✓ API-Based Integration  

✓ Source Configuration  

✓ Data Aggregation Process  

Module 5: Access Request and Approval Workflows 

✓ Access Request Management  

✓ Approval Workflow Configuration  

✓ Self-Service Access Requests  

✓ Multi-Level Approval Process  

✓ Policy-Based Access Controls  

✓ Workflow Automation  

✓ Notification and Escalation Management  

✓ Access Fulfillment Concepts  

Module 6: Certification and Access Reviews 

✓ Introduction to Access Certifications  

✓ User Access Reviews  

✓ Manager Certification Campaigns  

✓ Application Owner Certifications  

✓ Role Certifications  

✓ Risk-Based Certifications  

✓ Revocation and Remediation Process  
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✓ Compliance Audit Readiness  

Module 7: Identity Security Policies and Compliance 

✓ Segregation of Duties (SoD)  

✓ Policy Violation Management  

✓ Compliance Reporting  

✓ Risk Scoring Concepts  

✓ Access Governance Policies  

✓ Audit Trail Management  

✓ Regulatory Compliance Standards  

✓ Security Best Practices  

Module 8: Access Intelligence Center (AIC) 

✓ Introduction to Access Intelligence Center  

✓ AI-Driven Identity Analytics  

✓ Access Risk Analysis  

✓ Behavioral Analytics  

✓ Anomaly Detection  

✓ Access Recommendations  

✓ Role Mining Concepts  

✓ Intelligent Access Insights  

Module 9: Roles and Entitlement Management 

✓ Business Roles and IT Roles  

✓ Entitlement Management  

✓ Dynamic Role Assignment  

✓ Role Mining Techniques  

✓ Access Modeling  

✓ Access Profiles  

✓ Role Lifecycle Management  
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✓ Privileged Access Governance  

Module 10: Workflow and Automation 

✓ Workflow Fundamentals  

✓ Automated Provisioning Workflows  

✓ Approval Workflow Automation  

✓ Identity Event Triggers  

✓ Notification Management  

✓ Escalation Rules  

✓ Process Automation Techniques  

✓ Workflow Troubleshooting  

Module 11: Reporting and Dashboards 

✓ Standard Reports in ISC  

✓ Compliance Dashboards  

✓ Certification Reports  

✓ Access Risk Reports  

✓ Identity Analytics Dashboards  

✓ Custom Report Creation  

✓ Audit Reporting  

✓ KPI Monitoring  

Module 12: SailPoint ISC Administration 

✓ User and Role Administration  

✓ Security Configuration  

✓ Tenant Administration  

✓ Password Policies  

✓ Authentication Methods  

✓ Access Controls  

✓ Backup and Recovery Concepts  
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✓ Troubleshooting and Maintenance  

Module 13: API and Advanced Integration 

✓ SailPoint API Fundamentals  

✓ REST API Integration  

✓ Web Services Integration  

✓ SCIM Integration Concepts  

✓ Custom Connector Basics  

✓ Integration Troubleshooting  

✓ Event-Based Integration  

✓ Third-Party System Connectivity 
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